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Introduction

The Challenger Panel is the hub of the Tecom integrated access control and
alarm system,through which all security events pass.Based on a modular design
with distributed intelligence, the Challenger system provides a flexible upgrade
path for existing systems.Increasing the number of inputs,outputs

and access control doors is achieved easily with the addition of Tecom Data
Gathering Panels,Door Controllers and Relay Cards.Expansion of the
Challenger Panel 's memory is also possible with plug-in RAM modules of
various capacities.All of these features are programmed using a Tecom LCD
arming station or using TITAN or ARES Management Software.The modular

The modular components such as door controllers have their own intelligence to
ensure local system serviceability even when other parts of the system may be
unserviceable.When utilising the Intelligent User Module (IUM),Challenger can be
used as the central panel for card readers from other vendors,thus providing an
upgrade path in the future.Challenger is the system of choice for

corporations requiring multiple sites managed from a central point.Using the
new native UDP/IP or TCP/IP connectivity this management is even

more cost effective as it allows the use of the corporate WAN as the means of
connection.When utilising the Tecom Jetstream IP this resource becomes even
more valuable as single station monitoring can be employed for all sites.
Challenger 's features are enhanced when using management software.The
sophisticated ARES package features the unique trigger logic that enables the
system to perform a wide range of functions normally reserved for specialist
packages.

Description

The Version 8 Challenger system provides complete integration of access
control and alarm management facilities such as multiple area programming,
definable user functions,remote monitoring capabilities,input and output
functionality as well as supporting various reporting formats. Operator stations
(computers)connected to a computer interface on the Version 8 Challenger
Panel,running Tecom ARES or TITAN software,take access control and alarm
monitoring to new levels of flexibility and sophistication.Challenger programming
can be fully uploaded and downloaded when using the TITAN

Management Software.

The newest member of the Challenger series is the Version 9 Challenger Range,
one of the most sophisticated and advanced security systems in the

industry to date.The Version 9 range integrates up to 4 separate Challenger
systems to form a powerful,fully cohesive alarm and access control system with
countless enhancements without the need for management software but with
control from one keypad.Refer to the Version 9 Challenger data sheet for more
details.

Connectivity

It is understood that a system ’'s requirements can change over time and

the Challenger system ’s modular design makes upgrading an easy process. The
system comprises two main modules/groups,Data Gathering Panels

(DGP)and Remote Arming Stations (RAS).These modules are connected to



an RS485 Local Area Network (LAN) that enables communication with the
Challenger Panel.The Challenger Panel,Data Gathering Panels and Remote
Arming Stations can have ancillary products connected to them,such as,

input and output devices including relay cards,card reader devices etc.,to meet
security needs.LAN devices may be required depending on each system’s
requirements.

Features:
Distributed intelligence for faster alarm delivery and system serviceability
Backward compatibility with earlier Tecom systems
Genuinely integrated access control and alarm management
Native TCP/IP connectivity
Sophisticated alarm management software available for high-end
applications
Designed and manufactured in-house in Australia

Typical Setup examples:
The backbone of the Challenger system,connecting to an array of Tecom and third party peripheral devices to
provide acomplete alarm and access control monitoring solution.
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Options

Memory Expansion

TS0882 1 Meg Memory Expansion for user database
TS0883 4 Meg Memory Intelligent User Module (IUM)
TS0884 8 Meg Memory Intelligent User Module (IUM)
Challenger Interfaces

TS0091 V8 Computer &Printer Interface

TS0094 V8 Printer Interface

TS0898 Challenger Ethernet interface

Tecom LAN Interfaces

TS0844 Power and RS485 Distribution board
TS0893 Tecom RS485 LAN Isolation Interface
TS0894 Tecom RS485 LAN to RS232 Interface
TS0895 Tecom RS485 LAN Loop Interface

TS0896 Tecom RS485 LAN to Optical Fibre Interface
Output Devices

TS0840 4 Way Relay Board

TS0841 8 Way Relay Board

TS0842 16 Way Open Collector Controller

Data Gathering Panels (DGP)&Intelligent Access Cont  rollers
TS0820 Data Gathering Panel

TS0825 Inovonics Wireless Data Gathering Panel
TS0827 4 Input Data Gathering Panel

TS0866 Tecom Reader Intelligent Four Door Controller
TS0867 Intelligent Four Door Controller

TS0869 Intelligent Four Lift Controller

Remote Arming Stations (RAS)

TS0003 4 LED Arming Station

TS0006 Heavy Duty 4 LED Arming Station

TS0007/8 Magnetic Card Reader Arming Station
TS0801/2 8 Area LCD Arming Station

TS0804/5 16 Area LCD Arming Station
TS0861C Magnetic Swipe Card Reader

TS0862 Smart Door Controller

TS0870 Smart Card Reader
Management Software

TS9070 ARES 4.5 — Prime Server ((with RAID)
TS9071 ARES 4.5 — Server

TS9072 ARES 4.5 — Workstation

TS9002 TITAN Single user

TS9011 TITAN Multi user — Server

TS9008 TITAN Multi user — Client

TS0882 Expansion memory and TS0883,TS0884 Intellige nt User Module (IUM)



The TS0882,TS0883 and TS0884 are plugged onto the Challenger Panel in a
socket provided to expand memory capacity.

IUM ’s also enable a Challenger system to handle multiple card formats and
protocols simultaneously.Unknown cards formats can be added to the system and
assigned to users with ease.Refer to the [IUM datasheet for further details.
Installation of one of these modules can increase the user capacity to a huge
65,536,up from the standard 50.Refer to the table below for expansion details.

Note:If memory expansion is fitted to a Challenger,all intelligent controllers
connected to the Challenger must be fitted with the same
size memory expansion.

No Memory 1 Meg 4 Meg 8 Meg
expansion Memory Memory Memory
TS0882 TS0883 TS0884

Users 50 11466 17,873 65,535
Users with Names 16 character 50 200 200 200
Users with PIN 's 10 digit 50 1,000 17,873 65,535
Users with Cards 50 11,466 17,873 65,535
Alarm Group 128 128 128 128
Door Groups 10 128 128 128
Floor Groups 10 64 64 64
Alarm Event Buffer 100 1,000 1,000 1,000
Access Event Buffer 100 1,000 1,000 1,000

TS0091 V8 Computer &Printer Interface or TS0094 V8  Printer Interface

The Serial Computer and Printer interface or the Printer interface is mounted on an
expansion port on the Challenger board and secured with two screws
(supplied).The interface provides two serial RS232 ports. Port A (TS0091 only)can
be used to interface to a computer running ARES or Titan Management
Software.Port B can be used to connect a serial printer.Epson Dot Matrix or HP
Laser Il formats are supported,and several baud rates can be selected.The printer
can be programmed to produce a ‘real time * hard copy of all alarm and access
control events or a print out of past history stored in the Challenger.Name
text,programmed into the Challenger Panel,is printed with events where
appropriate.

TS0898 Challenger Ethernet Interface

The Challenger Ethernet Interface is mounted on an expansion port on the
Challenger board and secured with two screws (supplied).The interface provides
one RJ45 10Mbs Ethernet port and one serial RS232 printer port.

The Ethernet port can be used to interface the Challenger panel to a LAN/WAN
allowing data to be sent to or received from the ARES 4.5 or higher security
management software.For ARES 4.5,the TS0898 may be used in event mode to
minimise network bandwidth utilisation,whereas poll mode is required for
TITAN.TITAN may be used as the security management software if an

Ethernet to serial interface is used at the TITAN computer end.The serial port can
be used to connect a serial printer.

LAN Devices TS0844,TS0893,TS0894,TS0895,TS0896

LAN devices are used to provide a range of communications alternatives on the
Challenger LAN.These include,power and communication distribution, electrically
isolating LAN devices from each other,cable looping to and from a central point to
ensure line integrity and enabling communication from the Challenger LAN cabling
to Optical Fibre and back again.Refer to the LAN Devices datasheets for more
details.



Output Boards

A range of output boards are available for the Challenger system to customise the
functionality of the system. The output boards come as either standard relay output
or open collector output. Refer to the ‘Output Devices ’ in the ‘Options ’ section for
available devices. The TS0841 and TS0842 can be used in combination, provided
the maximum output count of 255 is not exceeded across a single Challenger
system. Where more than 16 outputs are used on one device, Challenger and
Data Gathering Panel output numbering is effected. Refer to the specific output
board datasheet for full details.

Data Gathering Panels (DGPs)&lntelligent Access Con  trollers

A range of Data Gathering Panels can be included in a Challenger system to
expand and enhance an existing or new system. Data Gathering Panels include
intelligent door and lift controllers. The distributed intelligence of the intelligent door
and lift controllers allows local functionality of the system even though the main
panel may be unserviceable.

Remote Arming Stations (RAS)

A range of Remote Arming Stations can be connected to the Challenger Panel and
Access Controllers to expand and enhance both new and existing systems. These
devices, when assigned to a panel, provide a range of access control,
programming and status indication functions depending on programming.
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Management Software

Challenger management software is offered in two categories:

1.Panel and alarm management software —ARES and TITAN — assists in the programming
of Challenger as well as acting as a receiver of events and alarms.

2.Alarm management software only — Jetstream IP — provides an interface between a
corporate network ((LAN or WAN)and a monitoring station and assists in verifying effective
alarm delivery.

TITAN is intended for small to medium installations where standard control, management
and event processing is required.Refer to the TITAN datasheet for more details.

ARES 4.5 is intended for installation where high security and a high rate of event
processing is required. ARES also supports the following:

-‘Member ’ based architecture,which is used to segregate database areas and determine
operator access levels that can be restricted by passwords.

-‘Event triggering ’,that allows events to be triggered automatically at either a predefined
time/date or when a selected event occurs.



-Native TCP/IP or UDP/IP connectivity allowing communications to Challengers via a
TS0898 Challenger Ethernet interface.

-Dynamic Maps.With real-time status and control functionality.

-Event driven protocol over Ethernet.This minimizes network bandwidth utilisation.
Refer to the ARES datasheet for more details.

Management software can be connected to the Challenger system in a number of means
including the following:

-Direct Cable

-Leased line modems

-PSTN modems

-Ethernet

Typical Setup examples of Challenger reporting even  ts:

Typical setup connecting a Challenger to management software via a serial
connection.

In this example,a Challenger is connected to a TITAN or ARES computer via a
serial connection.Note that a TS0091 is used.The serial connection between the
Challenger and the management software can be established in the following
ways:

-Direct Cable

-Leased line modems

-PSTN modems

O
TS0816
Ts0091
Serial ,\ﬁ!ﬂ
TITAN or
ARES

Typical setup connecting a Challenger to management software via a
LAN/WAN

In this example,a Challenger is communicating to a TITAN or ARES computer via
an Ethernet connection to a LAN/WAN.Note that a TS0898 is used.

Note:TITAN does not currently support Ethernet connectivity.An Ethernet to serial
interface is required between the TITAN computer and the LAN/WAN.
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Typical setup connecting a Challenger to management software and
Jetstream via a LAN/WAN

In this example,a Challenger is communicating to an ARES computer and
Jetstream Computer via an Ethernet connection to a LAN/WAN.Note that a
TS0898 is used. To reduce line costs,a Tecom Jetstream computer can be used to
receive all alarm events via the LAN/WAN and pass them onto

the Remote monitoring centre in Contact ID format.
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Technical Specifications

Power Supply
Input Voltage:
Testing:

Operating Current:
Aux.Power O/P:

16-18 Volts AC (space for 6.5AH battery allocated)
Dynamic battery testing

150mA maximum (no peripheral devices fitted)

12 VDC 750mA maximum (for detectors etc.)

Operating Capacities and Connections

Users: 50 (expandable to 65,536)
Users with PIN Codes: 50 (expandable to 65,536)
Users with Names: 50 (expandable to 200)
Inputs: 256 (two or four state)
Outputs: 255 (relay or open collector)

Alarm Groups:

Alarm Systems/Areas:

Access Control Doors:

128

16 (controllable from multiple Arming Stations)

For larger installations requiring more Areas,refer to
Challenger Version 9 TS0816P

64



Door Groups: 10 (expandable to 128)

Lift Groups: 10 (expandable to 64)

Alarm Inputs: 16 (expandable to 256 using Data Gathering Panels)
Outputs Open Collector: 3 (50mA max.per O/P).Expandable to 255 with relay cards
Siren Drivers: 2 (8 Ohm monitored siren speaker)

Strobe: 1

Time Zones: 24 (each made up of 4 sub-zones)

Time: 365 day real time clock with battery backup
Holidays/Special Days: 24

History Alarm Events: 100 (expandable to 1,000)

History Access Control: 100 (expandable to 1,000)

Maximum DGP Connections: 15 (less if each or any DGP is fully expanded to 32inputs )
Maximum RAS Connections: 16
Operating Temperature: 0 -+708C

Communications

Maximum distance to remote LAN devices: 1.5 km (Total of all LAN segments, unassisted)
up to three TS0893 may be used to extend the distance

Specified Cable for Challenger and Access: Belden 8723 or equiv.A long cable run
between the Challenger and LAN devices either a separate figure 8

Controller LAN: cable must be run or a power supply fitted at the remote end;common
negative

LAN Monitoring: Continuous monitoring for Off-Line status of all devices on the LAN
Addressing: All remote devices are individually addressed via dip switches

Modem: Standard on Challenger Panel (auto dialler testing),built in communicator and V21
Modem

Reporting Formats:Multiple,including Contact ID,Extended High Speed,Serial STU,Tecom
Dialler/Direct Line and more

Ethernet comms information
Ethernet protocols supported:The TS0898 uses either TCP/IP or UDP/IP

Typical Datagram Information.Event acknowledgement only.

Mode Protocol Traffic Type Direction Rkt Bytes Tpta |

Poll TCP/IP Poll S/W >Challenger 5 91

Poll TCP/IP Ack No Data S/W <Challenger 5 91

Poll TCP/IP Ack Event +Data S/W <Challenger 19 105

Event UDP/IP Heartbeat S/W >Challenger 7 77

Event UDP/IP Heartbeat Ack S/W <Challenger 7 77

Event UDP/IP Event S/W >Challenger 21 91

Event UDP/IP Event Ack S/W <Challenger 7 77
Network Primitive Frame Sizes

Typical Ethernet Frame Size 38 Bytes

Typical IP Frame Size 24 Bytes

Typical TCP Frame Size 24 Bytes

Typical UDP Frame Size 8 Bytes

Board Size

TS0816 The Version 8 Challenger Panel: ‘C’ size board

Enclosure Size
TS0307: 340x454x75mm.(WxHxD)



GENESIS

The Genesis system is a fully integrated Access Con  trol-Building
Automation and Security System that is flexible and easy to use.

The Australian designed and manufactured system is the result of over twenty
years experience in development of fully integrated system.

The use of the Genesis flexible Script Programming Engine has opened the panel
to many applications that traditional panels could not handle. The capabilities of
the system are no longer limited by the firmware, but can now be extended to
virtually unlimited Building Management functions.



Features
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Security Advantages

Multiple diallers

Multiple client accounts are possible with the system. As an example it is possible
to set up Genesis Dialler to report to 16 different monitoring stations from a single
Genesis system site, utilising the 64 alarm areas, 512 inputs and segregate them
to report to their own chosen monitoring facilities. Ideal for shopping malls, office
buildings or larger apartment sites where a tenant can chose their preferred
security monitoring service.



Security monitoring

In-built Dialler monitoring and Securitel monitoring option is now also supported by
Genesis. Utilising MCM serial STU module. Maximum STU reporting function
capabilities have been enabled, when higher security with PSTN line integrity
monitoring is required. GSM, GPRS and TCP/IP can also be utilised with
compatible monitoring facilities.

Serial number addressing

The LAN devices serial number is used for its address, not a dipswitch or other
adjustable method. It is not possible to replace a device without updating the
database. For example: If someone gained access to the communication LAN bus
and wanted to replace an alarm input module with their own, and then disconnects
the actual module, they would be detected. The master would not communicate
with the new module and would report the disconnected device to the security
monitoring facility. Genesis provides a secure RS485 LAN network that can be
expanded up-to 1500m from the Master Panel, the distance of course can be even
greater than 1500m when fibre optic cable is used.

Four state DEOL Input monitoring

The Genesis alarm inputs incorporate four-state end of line monitoring. That is, an
open or short circuit will be detected and reported as a tamper. The normal alarm
conditions have fixed resistance values. If the line is cut, a tamper alarm will result,
likewise if some one shorts the lines together they will also create a tamper.

The added advantage of Genesis inputs is that any of the 16 DEOL resistor values
can be selected and programmed during the installation. This means that it is not
necessary to change resistors over when performing a retrofit. Genesis provides
additional security on all inputs that makes them virtually impossible to tamper with
or replace resistors in either, armed or disarmed state. The system provides
additional security with the selection of 5% or as low as 1% resistor variation
tolerance, particularly useful for higher security applications.

With the selectable input resistor values it not only provides higher security but, it
also provides a simple solution to replace and up-grade existing system sites
without the need to replace input resistor values on the existing site.



User database

Up to 9,400 Card/Pin users with full text capabilities can be stored in the Master
panels own database. Each user name is stored with-in the masters database. It is
possible to upload the database to a PC and still have all the text information.
There is no compromise between the number of users and the text facility.

System redundancy

In the unlikely event that the RS485 LAN is cut or has failed for whatever reason,
the Genesis system provides the option to interconnect up-to 16 Master Panels for
system redundancy. The multi-panel option is ideal for larger sites that may require
back-up for Access Control Card/PIN door operation with time zones as well as
Alarm reporting. The option provides fully functional redundancy for each card
user. Each one of these panels can support 1 to 64 Genesis TDCs (two door
controllers) 2 to 8 doors of access controllers can be mounted with-in the single
panel enclosure. Each Controller panel provides expansion of up to 128 doors of
access control.

This means your site can be expanded up-to, 2,048 Access doors, 8192 Inputs &
Outputs, 1024 Alarm areas and 150,400 users by utilising GENIE user interface
software. The GENIE software provides seamless operation when used on a single
or multiple sites. This feature is ideal for larger sites where both the higher number
of doors and users need to be supported. This means that GENIE simplifies site
maintenance function and takes the confusion out of which panel is being up-dated
for card user, or which panel is sending alarms to PC. The operator sees it as a
single system.

User ID and PIN

The system (RAS) Remote Access Station has the option to provide PIN only or
User ID and PIN number. The PIN only option allows fast access but provides only
4 to 8 digits of security. If people can select their own PIN, it also leads to the
possible problem of having to say "sorry, that PIN is already selected, please
select another one". The person now knows their PIN and someone elses.The
User ID and PIN option provides an extra 3 digits of security as well as allowing
replicated Pins. This is the recommended way of programming users. If the user
complains about having to remember a 3-digit user ID and an 8 digit PIN,
remember that the keypad "RAS" has letters on the keys. These letters can be
used to make words for an easy to remember PIN number.

On-board CACHE

Genesis provides on board intelligence on all the TDCS (two door controllers) or
RAS (keypads). Both of these devices provide in-built 100 user card CACHE that
holds the last valid 100 Card/PIN users in memory per each door. The valid
Card/PIN users can therefore continue to provide access on all doors in the event
of LAN communication failure with the Master unit. Genesis supports up to 128
doors per controller, utilising a combination of the TDC or RAS access control LAN
devices.

System arming with card

The automatic arming and disarming of security system areas is possible with an
access card. Where a reader is directly associated with a single area it is often
convenient to disarm the area when entering at the start of the day and to be able



to arm the area at the end of the day. This can easily be utilised with the user card
badge 3-times on secure and single badge on access.

Card and PIN

Any user can be selected to use both PIN and Card. PIN + CARD must be
presented to gain access this provides additional security where both PIN and
CARD are selected for access control. This feature is used with the combination of
RAS (Keypad) and card reader.

As an option, a Wiegand CARD+PIN reader can be utilised, these readers are
ideal for external mounting application when both the PIN and Card reader are
required for the access control or security system arming.

Dual Custody Access options

1.Dual Custody access

An authorised card holder can access the door ONLY if a dual custody or special
dual custody card holder authorises their access.

The Dual custody is typically used for a high security area where under no
circumstances should one person alone be able to gain access.

2. Special Dual access

An authorised card holder may access the door ONLY if a special dual custody
card holder authorises their access

The Special Dual access requirement is typically used where the door may only be
opened if a user is accompanied by another card holder of a special authority level,
eg a situation where a guard MUST accompany a valid card user to allow access.

3. Dual Access & Self authorisation
As per dual custody, but a user of appropriate authority may authorise themselves.

The self authorisation option is typically used for a storeroom where a staff
member may only open the door in the presence of a manager, but a manger may
open the door by themselves (self authorised).

4. Special Dual Access & Self authorisation
As per special dual but a special user of appropriate authority may authorise
themselves.

This may be used to allow a security guard to self authorise at a secured door in
case of emergency. Under normal circumstances the guard would need to
accompany the user to allow accesss.

Card formats

The Genesis system provides wide variety of selectable number of Wiegand card
formats as follows; 26bit, 27bit, 33bit, 37bit, Proprietary Genesis format, HID
Corporate-1000, MifareA® 26M Smart card format. Combination PIN/CARD
format, Dual CARD format.

Card and site code security

Most security / access control systems do two independent checks when a card is
presented. They check the site code, and if it passes they then check the card
number.



Example

Assume that there are 2000 cards on card numbered 1 to 2000 with site code 1.
Another 50 cards are then added. Due to availability, urgency, tenant demands or
ignorance site code 2 is received. How many cards now have access to your site?
The answer is 4,100, not 2,050.

In fact, any of the following cards will work:

Site code 1, cards 1 to 1,050

Site code 2, cards 1 to 1,050.

To make matters worse, it is impossible to tell the difference between site code 1,
card 1 and site code 2, card 1. There are now more cards with access and no way
of detecting it.

The Genesis card and site code solution

When a card is presented to Genesis, the system checks if a card with a perfect
match exists. That is, that there must be a single record with both the site code and
card number matching. In the original example, site code 1, card 1 is presented to
a reader. It is found, and the system checks to ensure that the card has access
through the door with-in a valid time zone.

Site code 2, card 1 is then presented. It does not exist in the system and is
rejected. In fact the system is notified that site code 2, card 1 has been rejected.
The information will automatically be displayed on the user maintenance software
system log that the wrong card was presented to the reader.

Performance Advantages

Hardware

Each Genesis device uses a powerful 16 bit processor, to ensure fast and rapid
response to any event.

Modular

The Genesis system provides a high speed RS485 communication network. A
combination of security inputs, control inputs, outputs, building management
controllers and access control modules can be utilized to meet your requirements.

When large numbers of LAN modules are required to meet a particular sites
requirements, up to 127 of any chosen Genesis LAN modules types can be utilized
on the system - with the master panel being the 128th device. This means up to:

96 RAS, Remote Access Station (LCD Keypads), or

127 EU, Expander Units (16/32 Input Expander Units), or
127 EU8, Expander Units (8-Input Expander Units), or
127 TDC, Two Door Access Controller modules, or

127 O/C, 32-Output Controller Modules

Security System

The Genesis system can be programmed to control up to 64 security areas
(partitions) and can be expanded from 16 to 512 inputs. Each input can be
controlled by any number or combination of security areas, or be used as a non
alarm input. Particularly useful in building automation applications.

Four-state DEOL monitoring per input provides flexibility of 16 resistor values
options that can be programmed during the installation. This means that it is not



necessary to change resistors when performing a retrofit. The Genesis 4-state
DEOL inputs also provide a unique anti-tamper monitoring feature, which makes it
next to impossible to replace resistors in armed or disarmed state providing higher
security on all inputs.

High Security LAN network

Device addressing by DIP switches has been replaced with unique serial number
addressing of each device removing any possibility of RS485 LAN device
substitution. Each device includes a separate tamper input, supply voltage
monitoring is provided for each LAN device.

Access Control

From 1 to 128 Access Doors can be controlled by the Genesis system, utilizing the
TDC network door control modules or the in-built access control interface that
resides in every RAS, Remote Access Station. System will support Proximity
readers, Retina scans or finger scan readers with 26bit, 26m, 27bit 33bit, 37 bit,
HID Corporate 1000 and Genesis proprietary formats are all supported. A degrade
mode of at least 100 cards ensure that these cards will still have access if LAN
fails.

Intelligent Controllers

The Genesis provides complete access control redundancy. Full intelligence
controllers are supported through TCP/IP with multiple interconnected master
panels. Multiple Panel inter-connection are supported. This will provide complete
redundancy for single or up to 128 access doors. The GENIE user interface
software provides multiple panel combined to provide a single system perspective
for the operator with seamless operation.

Anti-Passback

Up to 250 Anti-Pass-back Zones (A Zones) can be achieved with the Genesis
system. Each zone also provides an in-out counter that can limit access when the
counter exceeds its threshold - ideal for higher security applications or where
controlled access is required, or for car park entry counters etc.

Up to 100 fully programmable messages can be added in to the RAS, ideal for
automation applications, access control, lighting control, lift control etc.

Digital Dialler

The built-in digital dialler can report all system events to the monitoring station via
CONTACT-ID Dialler format, SECURITEL or GSM. Other options provided are a
combination of both Securitel and Dialler can both operate simultaneously when
additional reporting to base station is required.

When multiple tenancies or dual monitoring are required. Any system event can be
transmitted to up to 16 different monitoring stations. Therefore providing the
flexibility to have the site tenants monitored by their preferred monitoring facility
from a single Genesis control panel.

Script Programming Engine

Genesis SCRIPT Programming provides one of the most flexible system
programming methods available on todays market. Script programming provides
virtually unlimited configuration on system set-up functionality. It all depends on
your imagination.

There are 300 Scripts available in the system and they can be attached to a Clock,
Input, Area, User group, Door, or any system events. Each Script can include any



number of functions, which can be selected from a predefined look up table and is
written in simple English which makes it easy even for a beginner. Pre-
programmed Scripts provide fast programming of the standard installations.

Management Software

Single or multiple Genesis systems Panels can be connected to the GENIE
management software, providing Security Managers with full control at their
fingertips. Log users, Floor plan Graphics etc. GENIE provides a completely
seamless operation when used with multiple panels. To the operator Genie user
software makes it appear as a single system when utilised with one or 16 panels.

Technology

The Genesis system is manufactured using the latest SMD technology and takes
advantage of the latest 16bit microprocessor on the Master panel and each LAN
device. This makes high speed RS-485 LAN communication possible at 19,200
bps. System provides instantaneous operation on card access, even on a fully
loaded system.

PC Interface

The Genesis Master Unit comes with a PC interface port as standard. The RS-232
communication port offers direct connection to the Master Panel for user PC
interface software, like the GENIE or Aladdin packages and is also used for
firmware up-grades. An additional on board RS-232 Port can be easily activated by
installing optional plug-in chipsets. The additional RS-232 port provides easy
integration to the Securitel module.

Automation interfacing, to other third party products, can be easily accomplished
using the built in RS-232 port, on specified Genesis devices. The communication
ASCII strings can simply be programmed to suit the third party device as a high
level interface. For example; lighting control automation, paging systems, third
party PC interfacing, lift control etc. There are up to 100 separate messages that
can be programmed to the RS-232 port, for these purposes.

Firmware Upgrades

As part of our continuous commitment to advance the Genesis system, the latest
information for upgrades is available from your distributor or can be found on the
Genesis web site. Firmware upgrades can be accomplished by simply
downloading the latest firmware. FLASH programming of your Genesis MU and
LAN devices on site is a simple procedure utilising FLASH programming kit. These
are available from your distributor. No messy chip-set changes are required with
Genesis system upgrades.



Inner Range —Concept 3000 / Access 4000

The Concept 3000 / Access 4000 is the most flexible, scalable, cost-effective
Intruder Alarm, Access Control and Building/Home Automation system on the
market today. Regardless of the size of your system, modular design and flexible
memory size options ensure that you are only paying for what you need.
Furthermore, incredible expandability and on-going product development and
support ensure that a Concept Access 4000 or Concept 3000 system purchased
today is a long term investment in your security management plan, avoiding the
need to replace a system that will not keep pace with your needs.

System Characteristics

Integration

Integration is one of the things that make the Concept system unique. The various
Concept Module components can be installed to offer independent Intruder Alarm
or Access Control or Building Automation functionality; or these functions can be
integrated to whatever degree is desired. All common 'integrated’ functionality is
embedded in the system programming simply requiring Installers to select an
option. In addition, by using PLC type programming features known as 'Calculated
Auxiliaries' an Installer can integrate one or more of the primary functions of the
Concept system. In other words, "IF" this happens "AND" that happens "THEN" do
this. The most basic illustration of true Integration is from the single action of a
User presenting their card, the system dis-arms the Alarm, allows access through
the front door, and turns on lights and air-conditioning in their office. Other
illustrations of how a smart Integrator can offer customers powerful integration are:
Lighting automatically turns off if no movement is detected for 15 minutes but them
turns on when movement is detected; Air-conditioning is turned Off when the
security system is On i.e. when the building is unoccupied; Door access is denied if
the security system is On (prevents false alarms & unauthorised access); Faults in
plant equipment such as power failure, refrigeration failure, low water pressure,
gas leaks etc are instantly reported to a mobile phone; a discreet alarm is reported
to a central monitoring station if a User is forced to turn off security under duress; A
garden sprinkler activates between 4.30 and 5.00 pm. on Sundays, Tuesdays and
Fridays (but only if moisture sensor indicates it is dry!). There are as many ways of
Integrating these functions as there are problems to solve. From a customer's
perspective, Integration offers cost-reduction, efficiency, maintenance and
compatibility advantages over purchasing separate systems.

Modular Design, Expandability, Flexibility

Modular hardware and software design provides the ability to adapt and expand
the system to cater for virtually any configuration or application required - small or
large. Large numbers of LCD Terminals, Input/Output Expanders and Reader
Modules can share a secure, monitored LAN system utilizing a fast, efficient
communications format. Up to 250 modules can be connected on the system, with
a limit of 99 modules of any particular type. The hardware design and
programming features result in a system that offers incredible flexibility.
Configuration options within the programming allow Security, Access Control and
Building Automation to exist as separate entities within the same system or to be
integrated to whatever extent required. Overall system dimensions can be
expanded beyond the capacity of a single control panel using powerful system
management software.



System LAN

The system LAN is a 3 or 4 wire network used to connect the modules in a system.
Using twisted pair, Category 5 or similar communications cable, modules on the
LAN can be installed up to 1500 metres from the Control Module, or even further
when LAN Isolators are used. Data protection ensures secure LAN
communications at all times, while the programmable supervisory reporting system
continuously monitors the network to detect cable tamper, cable fault conditions,
module off-line and module substitution. The data format used in the LAN has
been developed to ensure fast, reliable communications regardless of the size of
the system.

System Dimensions

The basic Concept 3000 Control panel plus Elite Terminal enables you to sell an
entry level system of up to 18 Zone Inputs, 4 Auxiliary outputs and 2 Siren Drivers.
However with Memory, firmware and Option Chip upgrades and hardware
expansion - the Concept Access 4000 system is capable of providing over 2000
inputs, over 2000 outputs, 250 LAN Modules, 99 LAN Modules of any one type
such as LCD Terminals, 250 Areas, 4000 Users with names, 65,500 '‘Card Only'
Users, and 6,500 Event Review memory. All of this expandability is capable by
leveraging the power of a SINGLE Control Panel. For even larger organizations,
data from multiple control panels can be gathered using System Management
software. This powerful combination of hardware and software offers amazing
scalability over TCP/IP LANs, WANs and the Internet as required.

LAN Polling

Traditionally polling of modules is performed by the Control Module only. An
individual module must wait for a request for information by the Control Module
before it is able to report an event such as an alarm. The number of
communication opportunities within a given time is determined by the number of
modules that need to be polled within the system. The Traditional LAN Polling
system greatly restricts the number of modules within the system. Concept's
Intelligent LAN system however allows Concept modules to initiate communication
and send alarms and other events to the control module independently of any
supervisory polling. On-board intelligence of LAN modules as well as variable time
reports make for optimal use of network resources. The efficient Concept system
allows remote modules to communicate alarm events with minimal delay. This
enables a very large number of modules to be included within the one system
while maintaining consistent User performance.

Concept 3000 / Access 4000 Comparison

The differences between the Concept 3000 and the Concept Access 4000 are
Memory Size differences - the other hardware is exactly the same. The Concept
3000 comes with a 32k chip fitted and the Access 4000 product comes from the
factory complete with a 128 k RAM chip. The release of the 'Access 4000' brand
was a tactical decision to highlight Access functionality that already existed in the
3000 products.

Memory Size, Configurations and Firmware

Four things determine the dimensions and feature-set of a 3000 or 4000 system -
the Memory Size chip, Installer selectable Memory Configuration, Options chip and
EPROM chip containing the firmware version. The 3000 is fitted with a 32k byte
Memory chip in the factory. The Access 4000 is fitted with 128Kk in the factory but
can be upgraded to 512k when necessary. The larger the Memory chip, the larger



the system dimensions that can be achieved. Next, the Memory Configuration then
determines the combination of features and dimensions within the overall Memory
chip constraint. This allows the Installer at the time of programming to optimise the
available capacity in the Memory chip based on the specific needs of the particular
application. For example where a site might have many Users but only a few Doors
of Access Control, then one Memory Configuration would be used. If a site
however called for a large number of Doors of Access Control but a small number
of Partitions, then another Memory Configuration would be selected. Within each
Memory size option there is a choice of up to 7 Memory Configurations, which
allow "more of one function and less of another".

In the small number of applications where one of the selectable configurations
does not suit, Memory Configurations can also be customised at the factory. These
custom configurations are supplied to the customer by way of a floppy disk. The
files contained on this disk are loaded into the RAM chip. Between 1997 and 2002,
fewer than 20 custom Memory Configurations have been required to meet
customer requirements. All other applications have been accommodated using the
standard configuration options. Thirdly, Options or PIC chips enable or disable
functions such as Programmable Site Codes, High Level Interface and Wireless
Zone capacity. Finally, the fourth component that determines the principle
characteristics of a system is the EPROM, which provides the firmware version
being used. New firmware versions are released every year or so that introduce
new features. In summary, these four parameters can be thought of as determining
the operating system and hard-drive size of the Concept system, while also
configuring how the available capacity is going to be used. Once these constraints
have been set, hardware Modules then physically determine the system
dimensions.

Programming

The innovative programming structure allows many sophisticated and complex
operations to be incorporated into the system, while still providing a database that
is easy for the installer to maintain and expand. The Concept programming
structure uses the same modular philosophy as the system hardware. This means
that new developments can easily be implemented while maintaining cost-
effectiveness for customers. The use of "Types", "Groups" and "Lists", as well as
sets of standard defaults, enable vast numbers of Users, Terminals, Inputs, Doors
and Lifts to be quickly programmed with ease. Programming is made even easier
through use of the Inner Range "WDirect" Upload / Download programme on a
Personal Computer or Laptop. Entire panel databases can be programmed and
stored on the computer or on CD for backup purposes. Programmable operator
password levels ensure security and allow operators to be restricted to the
functions and databases that are relevant to their role.

Review

Concept logs event activity to Review. Every Review entry is time and date
stamped and categorised, allowing any sequence of events to be logged
accurately and the contents of Review to be searched and/or filtered when looking
for specific information. Events filtered from Review can be used to initiate
communications tasks. Using the flexible system logic, one event such as an Area
arming can be sent to an off-site Monitoring station whereas another event such as
a plant machinery malfunction can be sent by GSM modem to a nominated mobile
phone.












Electric Strikes and Magnetic Locks
WEATHERPROOF or Weather resistant

#$ % &
( I )
) ! & % !
( *+*’
/ &
0 %! ( %
: 1,0 & &
L2
.3
-
#$ % &
( I )
) ! & % !
( *+*’_
/ &
0 %! ( %
: 1 & &
L2
.3 4

Things to consider when choosing an electric strike or magnetic lock:

Magnetic locks :

All magnetic locks will work only with DC current, usually 12 to 24 volts. Never
connect a magnetic lock to AC current of any voltage. You may come across a
mag lock that comes with an AC power supply but here the AC voltage is being
converted to DC in the lock. All magnetic locks are fail safe. This means that they
need a constant source of current to remained locked. If power is removed the lock
will open. If this is a concern use a back-up power supply. All magnetic locks are
silent even when powered and locked. 300 pound pull magnetic locks work well in



light duty installations such as cabinetry. 1200 pound pull magnetic locks are great
for serious locking and controlled traffic flow on normal sized doors.

Important: Magnetic locks can be dangerous with res pect to fire and smoke
safety if not installed properly. Before planning a n installation it's very
important to always check with the "Local Authority Having Jurisdiction"
(LAHJ) before progressing.

Electric strikes :

Electric strikes are often used for "buzz in" type of systems. Electric strikes come in
many varieties. They can be 12 or 24 or even higher voltage and they may take AC
or DC current and some even take both. They may be fail safe or fail secure. A fall
safe electric strike needs power to keep it locked. A fail secure electric strike stays
locked even without power. The most common by far is a fail secure. When using a
fail secure electric strike even without power it stays locked from the outside
coming in. For egress or getting out, a door knob or lever on the lock allows for
safe exit. If you must use a fail safe electric strike don't forget to back it up. When
you need that buzzing sound you may have heard when being buzzed into an
office that's the sound of AC current going through the electric strike. If you need
this sound as a signal to push on the door when unlocking the strike then choose
an AC electric strike and an AC power source or transformer. If you do not want or
need this buzzing sound then choose a DC power source or transformer. The DC
strike is almost completely silent when it releases except for a slight click sound.
On average a DC electric strike will last longer than an AC electric strike. If you
want to use a DC electric strike or magnetic lock but still want a signaling sound
then see the electronic buzzer we sell towards the bottom of this page. This tiny
buzzer is connected in parallel between the power supply and the electric strike or
magnetic lock and makes a buzzing type of sound when the lock releases.



HID Readers and Cards

HID provides innovative radio frequency (RFID) and Wiegand solutions for automated
identifica-tion and data transmission in access control, computer security and asset
tracking applica-tions.Choose from a wide selection of HID access control readers utilizing
proximity reader technology. Seamlessly integrating with the C.CURE ® 800/8000 security
management system, HID readers offer access solutions rang-ing from small, single-door
applications to global, enterprise-wide applications.

FEATURES & BENEFITS

* Ideal for medium to long-range applications

* Easily integrates with C.CURE® 800/8000 security management system
* All readers feature a lifetime warranty

* UL 294, CE compliant

Proximity Card Readers for Single Doors

Hold a small fob or card near the reader, from 4" to 24" depending on the model,
and an electric strike or magnetic lock opens! The reader can be mounted inside or
behind the wall in areas where vandalism is a problem. Some of the newer readers
even have a keypad built in to use for programming or PIN!

Just a few years ago, this type of system cost thousands of dollars. Keep in mind
that as the read distance gets longer the cost is much greater, but we find that
distances of 4"- 6" are more than enough for most types of installations.

Programming is easy to do. On some systems a seperate programmer is needed.
On others, a PC or notebook computer is used. On the systems we sell,
programming is actually done right at the reader itself using either the little
proximity keys that come with the reader or by using the number buttons (keypad)
built into the unit. A laptop or PC can also be used to program the system and do
audit trails (who entered and when). If you need to have the type of installation
where you need to monitor who goes in and who goes out please see our multi
door proximty systems area. Most of the multi door systems can be configured this
way so one reader from either side of the door can be read. These systems are
very cost effective since unlike conventional keys, proximity cards and fobs can be
re-used and re-issued.

HID EntryProx Stand-Alone Reader

Created for entry level applications that will expand, or for remote locations with an
existing on-line system, HID's EntryProx reader is compatible with all HID proximity
cards or keys in any format.



Application

Providing single-door proximity access control, EntryProx is ideal for small
installations or remote locations when used in conjunction with an on-line system.
This rugged, attractive unit can easily be modified to become an on-line reader by
switching to a Wiegand output mode, allowing it to connect to any OEM controller.
EntryProx is compatible with all HID proximity cards and keytags.

Updated Features:

Invalid PIN Lockout - prevents unauthorized persons from gaining PIN
code entry by trial and error.

Batch Load by Presentation - allows up to 2000 HID cards or keytags, in
any format up to 37 bits, to be loaded by entering a single keypad command
sequence. Each card/keytag is then presented to the reader.

12-Position Keypad - for PIN entry or programming; the PIN keypad is
functional in Wiegand mode.

Single Read Mode - prevents Anti-Passback errors when the EntryProx is
in Wiegand mode.

Block Delete - allows a sequential range of cards/keytags to be deleted
from the EntryProx by user location.

Detachable antenna module - can be mounted up to 10 feet away from the
control unit, indoors or outdoors.

Optional handheld printer - prints transactions or card database via an
infrared link.

KERI MS Series of Proximity Readers

Keri's MS Series Proximity Readers, compatible with the PXL-500P Tiger
Controller are a family of readers that give superior performance in sleek, small,
attractive packages. With over 10 years experience as the founders of Indala (now
Motorola/Indala), Keri's RF proximity expertise is unmatched.

MS-3000 MicroStar Proximity Reader

Considered by many to be the smallest, most attractive proximity reader available,
the MicroStar is designed to mount directly on a metal window/door frame (mullion)
or any other location a small reader is required. Size is just 3.4" x 1.4" x 0.38" (86
mm x 36 mm x 10 mm) with a read range of up to 4" (10 cm). Lifetime warranty



MS-4000 ShootingStar Vandal Resistant Proximity Rea  der

This tough reader is designed for high crime areas. It has a beveled stainless steel
housing so it cannot be pried from its mounting place, has a front surface that can
withstand a bullet from a .357 or 9mm handgun, and is flame resistant. In addition
to the normal front mounting holes, it also has rear "blind" mounting screw holes
for extra security. Lifetime warranty.

MS-5000 MiniStar Proximity Reader

Designed to mount on a standard USA single gang box, the MiniStar provides up
to 7" (18 cm) read range and measures just 4.3" x 3.0" x 0.38" (109 mm x 76 mm X
10 mm). Available in Black or White. Lifetime warranty.

MS-7000 SuperStar Proximity Reader

This reader provides up to 15" (38 cm) read range for applications where extra
range adds to the convenience of the system, such as parking entrances or
reading through extra thick building materials. The reader measures just 6" x 8.5" x



0.83" (15.2 cm x 21.6 cm x 2.1 cm), smaller than other readers with comparable
read ranges. Lifetime warranty.

HID ProxCard Il | HID Proximity Cards

The RF-programmable ProxCard Il proximity access card is the industry choice for
a cost-effective solution to proximity access control. Available in Wiegand or Clock
& Data formats, the ProxCard Il card is the perfect credential for conventional
access control systems, such as the ACT systems. Approximately the size of a
standard credit card, it is thin and flexible enough to be carried in a wallet or on a
strap clip.

Features

Offers universal compatibility with all HID proximity readers.

Provides durable packaging and consistent read range.

Provides an external number for easy identification and control.

Supports formats up to 85 bits, with over 137 billion codes.

Custom pre-printed artwork available.

A PVC overlay allows for on-site photo ID using most direct image printers.
Using HID’s ProxProgrammer, card vendors can ship ProxCard Il proximity
cards, custom programmed to their customers’ requirements, from their own
inventory. Enables smaller order quantities and overnight delivery. (Check
with vendor for availablilty.)

ProxCard Il Proximity Access Cards 100 Pack

ProxCard Il Proximity Access Cards 100 Pack

The RF programmable ProxCard Il Proximity Access Card has
been the long-standing industry choice for proximity access
control. The ProxCard Il card is approximately the size of a



standard credit card and is thin and flexible enough to be carried in a wallet or on a strap clip.
Application

The RF-programmable ProxCard Il proximity access card is the industry choice for a cost-effective
solution to proximity access control.

Features

Offers universal compatibility with all HID proximity readers.

Provides durable packaging and consistent read range.

Provides an external number for easy identification and control.

Supports formats up to 85 bits, with over 137 billion codes.

Custom pre-printed artwork available.

A PVC overlay allows for on-site photo ID using most direct image printers.

Keri MT-10X/MT-26X MultiTechnology Proximity Card

A PVC card capable of printing images from industry standard dye sublimation
printers. It also contains a magnetic stripe for applications where other systems
also using magnetic stripe technology are in use. Size is 2.13" x 3.38" x 0.042" (54
mm x 86 mm x 1.1 mm). Sequentially numbered (C5 formatting excepted). 1 Year
Warranty.

Keri KC-10X/KC-26X Standard Light Proximity Card

The most popular proximity card in existence, it is thin enough to be "wallet-
friendly" yet durable enough to carry a lifetime warranty. It comes standard with a
vertical slot punch and can accept photos and graphics via industry standard
adhesive packs (dye sublimation or laminated). Size is 2.13" x 3.38" x 0.065" (54
mm x 86 mm x 1.6 mm). Sequentially numbered (C5 formatting excepted). Lifetime
warranty.



ProxKey Il Proximity Keyfob 30 or 100 Pack

ProxKey Il Proximity Keyfob Individual 30
Pack or 100 Pack

The ProxKey II Proximity Keyfob incorporates
proximity technology into a device
approximately the size of an automotive key.

Application

The RF-programmable ProxKey Il proximity keyfob incorporates proximity
technology into a convenient device approximately the size of an automotive key.

Features
Offers universal compatibility with all HID proximity readers.
Provides an external number for easy identification and control.
Can be placed on a key ring for convenient entry.
Supports formats up to 85 bits, with over 137 billion codes.
PKT-10X/PKT-26X Proximity Key Tag
The industry's smallest and most durable proximity key tag. The tag is 100%
transfer molded and is so durable it can withstand the weight of a vehicle. Size is

1.57" x 0.98" x 0.157" (40 mm x 25 mm x 4 mm). Sequentially numbered (C5
formatting excepted). Lifetime warranty.



Remote Controls
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Cables

Belden- 8723 2 pair 22 awg

Number of Pairs: 2

Total Number of Conductors: 4

AWG: 22

Stranding: 7x30

Conductor Material: TC - Tinned Copper

Insulation Material: PP - Polypropylene Pair

Shield Material: Aluminum Foil-Polyester Tape
Outer Shield Material: Unshielded

Outer Jacket Material: PVC - Polyvinyl Chloride
Plenum (Y/N): N

Plenum Numbers: BL-82723, BL-87723, BL-88723
Twisted pairs

Individually shielded with 100% Beldfoil

24 AWG Stranded TC drain wire

Chrome PVC jacket (Pairs cabled on common axis to reduce diameter)
300V RMS 60°C

Conductor Nom. DCR -15.0 /M 49.2 [km
Shield Nom. DCR -16.6 /M' 545 [km
Nominal core OD -0.168", 4.27mm

Applications: Audio Interconnect, Audio, Control and Instrumentation Cable,
Analog Audio Cables, Double Pair, Industrial Data, Interconnect.

2 Core 1.5mm

Extra flexible environmentally tough cable

Suitable for water pumps, portable equipment and tools where robust and
flexible connections are required,cranes and machine tools

Extremely good handling characteristics to —35C

Technical Specification

Voltage Rating 450/750V rms

Conductors Stranded bare copper class 5
Insulation Cross linked elastometric compound
Jacket Cross linked elastometer

Operating temperature range -35C to +85C

Fire Resistance Meets NF C 32-070




6 Core High Quality

A very high quality speaker cable comprising six insulated cores. Each core is
comprises hundreds of OFHC copper strands of 0.1mm, 0.08mm & 0.06mm
diameter which are roped together, insulated in PE with a coloured PVC covering
for trace. The conductors are twisted together to lower the inductance with each
other. This is sheathed overall in durable pearlescent white PVC. Oxygen-free high
conductivity copper is produced by re-melting cathode copper (electrolytically
refined copper) in an oxygen free atmosphere. This is the best copper for electrical
conductors

Twin Power & Data Cable

Two different conductor types are used.A power pair (red/blue)is provided in 16
strands x .20mm(0.50mm)for use where higher than normal current carrying
capacity or lower voltage drop is required.

The data cores consist of the standard 7 strands of 0.20mm tinned copper
wire.The data cores are aluminium foil wrap screened(with an earth drain wire)to
give added protection against induced transients that may be carried via the power
cores or outside influences.

Available in; 2 power + 4 data, 2 power + 6 data, 2 power + 8 data

Date and power are screened separately.

" Technical Data

Core Type Annealed tin copper

Strand Diameter 0.2mm

Strands per core 16 Power 7 Data

Nom.Conductor Area 0.50mm2 - power, 0.22mm2 - data
ore Guage 22 AWG

Insulation Thickness 0.4mm

Max. operating Voltage 50v RMS

Current Rating Per Core @ 70 degrees C 3 AMP

Max. operating Temp 70 degrees C

Nom Core Resistance @ 20 degrees C 40 OHMS/KM
BS Standards BS4737, section 3.30



